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1. Introduction

Whether your network is small or large, the need for accurate and reliable reporting of
what data has been transferred over the network has become a business critical
operation.

In the example below we have a simple distribution model of replication between: Server
A download information the Center, which then distributes to Servers B1, B2, and B3.

‘ Central Reporting

7 Server D (SGQL DE)
( i Monitor

Console \
- =, Cantar 1
| Upload -
N\ = . |

Cé%ﬁr W -
Sarver A Center Center 2

Server B —~

.\'\.."
Centar 3

You then have a Central Reporting Server D running the SQL database, logging all the
transfers.

Server D is separated from your replication topology but has data on all files and
transfers throughout your network.

You can then query the SQL database for multiple tasks:

= Tracking - The progress of individual files can be tracked through your network.
i.e. Has all my web content been uploaded to all three web servers?

= Performance Analysis - Query specific parts of the network and compare data
throughput.

= Capacity Planning — Highlight bottlenecks or areas of under capacity for
optimizing networks.

RepliWeb R-1 has four levels of reporting on the job level as defined within the General
Properties of a job. A special SQL database style reporting mechanism has been
developed to collect and analyze the data in a central format.
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2. Job Configuration

On the completion of a job we define an ‘On Exit’ command that sends an email to the
SQL database with all the data required.

1. Set the properties Transfer Report Style under the Edge General Tab to either
Summary or Detailed. Any other report style will result in an empty file list being

created.
Distribution Job Definition |
General Edge General
Edge General .
Files — Synchronization Type
Unicast £« Miror [replicate nevs & modified files. delete files from target]
Transaction ™ Backup [replicate new & modified files, no file deletions)
Multicast " Purge [no file replications, delete files from tanget) — =
Snapshat Synchronization Options. ..
Permissions
Metabase  Error Handling

MET Assemblies
COM+ Applications
Raollback.

¥ &bort on emor accessing files during snapshot

[~ Abart on enar deleting files

Execubion % Abort on enor transfering files

Center Exit [ lgnore missing source files

Edge Exit ™ Continue on emar ansfering files

Purge Policy I™ Eetry tailed file tansfers (valid onlyfor Continuous Update! jobs)
advanced

Tagging

— Edge Recovem

Magimum Fetries: |25 3: Recovery Dptions... |

— Repart Option:
Transter Report Style: [ oq j

Totals
Lo

Detailed

(] I Cancel | Help

Figure 1 — Edge General Tab — Transfer Report Format

2. Specify the File List exit procedure in the respective On Exit tab — this varies
depending on the type of job scheduled and should be enabled in all tabs that

apply.
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O

O

In an Upload / Download job —The File List exit procedure should be enabled
in the On Exit tab

In a Distribution job using Unicast — The file list is created for each edge
containing the files unicast. The File List exit procedure should be enabled in
the Edge Exit tab.

In a Distribution job using Multicast — The file list will be created for all files
Multicast by the distribution. The File List exit procedure should be enabled in
the Center Exit tab.

In Distribution jobs using Multicast with Edge / File Level Complement —
Define the File List exit procedure BOTH in the Center Exit tab (for multicast
file list) and the Edge Exit tab (for the files transferred using Unicast).

Distribution Job Definition x|

General Center Exit

Edge General

Files r— Campletion Exit Settings Far: I Success j— Propagate &l I—
Uricask .
"
Transaction ¥ Feport to Event Wiewer
fulkicast
Snapshot E it Procedure: IFiIe List j
Permissions
Metabase " Mone
MET Assemblies ' Mail Filz
COM+ Applications ™ Execute File
Rolback.
Execution .

: c:\emplateshaqltemnplate. tet |
pem——— Template File: I p qiternp -
Edge: Exit T arget Directory: Ic:\templates\filelist o |
Purge Palicy -

Advanced Recipients: Iiames@company. oM, janef@company. com
Tagaing -

T Cancel Help

Figure 2 — On Exit — File List

More than one recipient may be used, separated by a comma.
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The transfer reports are parsed according to the template file. The output file will be
created in the Target Directory specified, and then emailed to the recipients.

3. Specify the File List properties:

O

@)

O

None — Creates the file list on the Center

Template File — Mandatory.

The full path to a custom template must be defined. Templates are
explained in detail in the following section.

Target Directory — Mandatory.

Specifies the directory on the Center where the file list will be created. Do
not specify a file name, as the file list will be created as file_list_JOBID.txt,
where JOBID is the unique id of the distribution or replication job.

Mail File List — Mails the file list to the specified recipients

Template File — Mandatory.

The full path to a custom template must be defined. Templates are
explained in detail in the following section.

Target Directory — Optional.

Use this feature to keep a copy of the File List on the Center. Specifies
the directory on the Center where the file list will be created. Do not
specify a file name, as the file list will be created as file_list_JOBID.txt.
JOBID is the unique id of the distribution or replication job.

Recipients — Mandatory.

Specify the e-mail address(es) of those receiving the file list. Multiple
email addresses should be separated by a comma.

i.e. userl@company.com,user2@company.com

Execute File List — Creates a Windows batch file or UNIX script based on the
specified template file. Since each line in the file list represents a unique file
that was transferred, when the batch file / script is executed on the center,
each line is executed in sequence. Some examples of using the Execute File
List option are provided below.

Template File — Mandatory.

The full path to a custom template must be defined. Templates are
explained in detail in the following section.

Target Directory — Optional.
Use this feature to keep a copy of the File List batch file or script on the
Center. Specifies the directory on the Center where the file list will be
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created. Do not specify a file name, as the file list will be created as
file_list_JOBID.bat on windows, and file_list_JOBID.sh on UNIX. JOBID is
the unique id of the distribution or replication job.

For the Execute option, it is ideal to leave this field empty and use the
default Job directory. That way the intermediate file will be purged along
with the job itself.




R-1 v4.1.1 Centralized Reporting Guide

3. Template File

A critical aspect of enterprise level data deployment is the ability to easily determine
exactly which files were transferred to which systems, and the details associated with
the transfer itself. For example, this capability is important for data integrity validation
and to governance issues such as Sarbanes-Oxley. The RepliWeb R-1 File List feature
enables an R-1 deployment or replication to automatically create a file containing the
above-mentioned information.

File List Concept - A Multi-Steps Process

During the transfer stage a detailed Transfer Report is created, containing information
about the files that were transferred in the replication process.

Using a text Template file, a File List file is created on the Center, combining the
information from the Transfer Report, with the format defined in a Template file. The
Template file can be easily created in accordance with a user-defined format.

In the File List file, each line represents information pertaining to a single file transferred.
Once the File List file has been created, it can then be stored locally on the Center,
e-mailed to multiple recipients, or even executed as a Windows batch file or UNIX script
on the R-1 Center.

From an R-1 perspective, the order of events is as follows:

1. The user creates a Template file, using environment variables provided by R-1.

2. The job is run with On Exit — File List option set. The job creates the log of
transferred files (Detailed or Summary Transfer Report).

3. Upon job completion the job uses the Template file to create the File List file
where each line represents a file that was transferred.

4. The File List file is emailed or executed on the Center.

NOTE: The whole process, starting at creating the Template file, until the File List file is
stored or executed, is performed exclusively on the Center.

NOTE: Set the properties Transfer Report Style under the Edge General Tab to either
Summary or Detailed. Any other report style will result in an empty file list being created.

The template file dictates the format of the File List that will be created or executed (as
explained above).
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Creating a Template File

The template file format is as follows:

HEADER
multiple lines written to the file once

BODY
one line written to the file for each file transferred

FOOTER
multiple lines written to the file once

= Section names are case sensitive
= HEADER may contain multiple lines.

= HEADER is optional. If omitted, there’s no need to write the BODY header. The
first line in the file will be regarded as the template line.

= |f BODY is specified, FOOTER must exist (but can be empty).

= BODY may contain only one (1) line. Since each line in the file list represents a
unique file transferred, the line in the template file is a representation of what
each line in the file list will look like.

= The template file line can contain any text, plus the variables listed below. When
the file list is created after a deployment / replication, the variables are replaced
on a line-by-line basis with the information about the given file.

= Template line may use pre-defined variables for information about the transferred

file:
RW_JOB_UNIQUE_ID Job ID
RW_JOB_NAME Job Name

RW_JOB_COMPLETION_STATUS The job’s completion status: SUCCESS|ABORT|ERROR

oe

oe
Q w-

job name

source hostname

destination node/hostname

file size (bytes)

source file specification

target file specification

file transfer completion time

sgl time format file transfer completion time

o° oo
o]

oo

o©

oe
+ O »n N

o
Q

NOTE: $n & $d are NOT supported in Multicast file list(s) as there are multiple
values for the destination parameters
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4. Centralized Reporting

The template file, c: \templates\sgltemplate.txt can then be an SQL statement
with %cnzsdtq in the relevant places, and once the transfer report has been parsed it is
then emailed to the address defined in the registry key.

Sample of Template File

INSERT INTO File list

(Source Hostname,Destination Hostname,Filesize,Source Filespec,

Target Filespec,Tranfer Completion Time, SQL Time Format Transfer Compl
etion Time)

VALUES ('%c', '%n', '$z',6'S$s', 'sd', 'st' , '$q'")

Where: File_List Table Name
Source_Hostname
Destination_Hostname,
Filesize,
Source_Filespec,
Target_Filespec,
Tranfer_Completion_Time,
SQL_Time_Format_Transfer_Completion_Time Fields Name

Your SQL server can then pop this email box every x minutes and import the data.

This database then has all the data for all files that are transferred; individual files can be
traced in distribution configurations or data throughput on any given server can be
measured. All this reporting is on a post job completion basis, collecting data on what
has been transferred when and between which servers.

Below is a sample of SQL script that checks new mail and inserts the data into the
relevant table.
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SQL script Sample

EXEC xp startmail ‘mapi profile name'

declare @status int,

declare @hMessageID varchar (255),
declare @MailMessage varchar (255)
declare @filename varchar (255)
declare @mapifailure int

declare @msgsubject varchar (255)
declare @subject varchar (255)
declare @msg_id varchar (64)
declare @Qcount int

declare @originator varchar (255)
declare Qattachments varchar (255)
declare (@rename varchar (255)
declare Qquery varchar (375)
declare @str varchar (255)

set @count=0

EXEC @status = xp_ findnextmsg @msg id = @msg id output,
@unread only='true'

while (@status=0)begin
set @count = @count +1

if @msg_id is null break

if @msg_id = '' break
exec @status = xp_readmail
@msg_id = @msg_id
,@suppress_attach ='false'

, @peek="false"

,@subject = @msgsubject output
,@originator=@Roriginator output
,Qattachments = Qattachments output

set @rename = 'copy /Y ' + @attachments + ' C:\Working
Directory\rds.sqgl'

exec xXp cmdshell @rename
select @str = 'isql -S server name -E -1 input file
exec xXp cmdshell @str

if (@status <> 0 ) begin
print 'status from xp readmail failed'
break
end

EXEC @status = xp findnextmsg @msg id = @msg id
output, @unread only='true'

end
EXEC xp stopmail
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5. Examples -
Execute Template Files

An execute template file takes on the same form, and uses the same variables as a
normal template file, but must contain commands that can be executed from a
command-prompt / shell.

Executing scripts and File List

To even enhance the user’s power at the exit stage, this file can also include header and
footer that are in free format, allowing calling other batch file or contain executable
commands. This allows both File List and Post Commands as the exit procedure.

The File List Template can then look like this:

HEADER

echo Start of Job %RW_JOB UNIQUE ID% %RW _JOB NAME%>> c:\lists\file list.txt
echo Completion Status: $RW_JOB COMPLETION STATUS% >> c:\lists\file list.txt
d:\repliwebbatchfiles\checkstatus.bat

BODY

echo %c,%n,%z,%t,%q >> c:\lists\file list.txt

FOOTER

echo End of Job %RW_JOB UNIQUE ID%>> c:\lists\file list.txt

As part of the replication process, at the exit stage, a batch file is created at the job
directory, based on the template file. Then the batch file is executed, writing the Job ID,
Name and Completion Status using Environment variables, handling the job’s
completion status (d: \repliwebbatchfiles\checkstatus.bat) and writing the
information about the transferred files to the log file (d:\1ists\file list.txt). Atthe
end of the list a line will be added marking the end of the list using the Environment
Variable holding the Job ID.

The output file (c:\1ists\file list.txt)will then look like this:

Start of Job 277 Weekly Update

Completion Status: SUCCESS

srv,target srv,1263,Tue Feb 17 10 51 35 2004,2004-02-17 10:51:35
srv, target srv,4320,Tue Feb 17 10 51 35 2004,2004-02-17 10:51:35
srv,target srv,126344,Tue Feb 17 10 51 35 2004,2004-02-17 10:51:35
srv, target srv,4320,Tue Feb 17 10 51 35 2004,2004-02-17 10:53:40
End of Job 277

10
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Delete source files after transfer
del “%s”

Would create the following batch file on the Center, which would then be executed
when the job is complete:

del “C:\source\expenses.xls”
del “C:\source\contract.doc”

Command

In this example the attributes of each of the transferred files and append them to a
file:

attrib “%s” >> C:\attributes.txt

Would create the following batch file on the Center, which would then be executed
when the job is complete:

attrib “C:\source\expenses.xls” >> C:\attributes.txt
attrib “C:\source\contract.doc” >> C:\attributes.txt

Formatted HTML List
In this example, the file list takes on the following form:

<li><a href=%s>%s</a> Transferred at %t

Resulting in the following file that could be viewed in a web browser:

<li><a href="“C:\source\expenses.x1s”>"C:\source\expenses.xls”</a>
Transferred at Mon Jun 30 14 45 05 2003
<li><a href=“C:\source\expenses.xls”>"“C:\source\expenses.xls”</a>
Transferred at Mon Jun 30 14 47 12 2003

For any additional information, contact us at support.repliweb.com
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